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Speaker 
Comment

The content and suggestions in this presentation 
are those of the presenter and may have been 

taken from outside sources and reflect the 
research and personal experience of the 

presenter, independent of the Maricopa County 
Attorney's Office.



Definitions

 What is a scam?
 A scam is a deceptive scheme designed to trick someone into giving 

up money, property, or personal information.

 There is no formal legal charge called “scamming”.

 It becomes a crime when it violates fraud or identify theft laws.

 What is fraud?
 Fraud is a criminal offense; Knowingly lying or deceiving someone in 

order to gain money, property, or something of value.

 Fraud requires a false statement or deception, intent to deceive, 
victim reliance on the lie, and/or financial harm or loss.

 What is identity theft?
 Identity theft is a separate criminal offense; Knowingly using 

someone else’s personal identifying information without permission 
to commit a crime.





Fraud Loss & 
Age Trends









Government 
Impersonation Scams

Scammers pretend to be 
from the IRS, Social Security, 
or law enforcement.

• Claim you owe money or 
benefits are being 
suspended.

• Demand immediate 
payment.

• Can use spoofed caller ID.

Threats, urgency, secrecy



Maricopa County warns of increase in jury duty scams 

https://www.youtube.com/watch?v=9Apo_UDPKCo


Medicare & Health 
Insurance Scams

Scammers pretend to be 
from Medicare or a health 
insurance provider.

• Fake calls offering free 
medical equipment.

• Requests for Medicare 
numbers.

• Fraudulent billing for 
services never received.

”Free” braces, genetic 
tests, or devices



Grandparent/Family 
Emergency Scam

Scammers use emotional 
manipulation and AI voice 
distortion.

• Caller claims to be a 
grandchild in jail or in an 
accident.

• Often says “Please don’t 
tell mom/dad.”

• Asks for wire transfer or 
courier cash pickup.

Urgent secrecy



Tech Support Scams

Fake pop-ups or calls 
claiming your computer is 
infected.

• Ask for remote access.
• Demand payment to “fix” 

nonexistent problems.
• Often request gift cards.

Real tech companies will 
not cold-call you.



Romance & 
Companion Scams

These scams are common on 
dating sites and social media.

• Scammer builds trust 
over weeks or longer.

• Claims emergency 
(medical, military, travel 
fees).

• Requests wire, crypto, or 
gift cards.

AI-generated photos



Romance 
Scam



Investment & 
Cryptocurrency Scams

AKA “pig butchering”, this 
scam promises fast, 
guaranteed returns.

• Usually start as a 
“mistake” text.

• Involve fake investment 
platforms and financial 
advisors.

• Includes a demonstration 
of how you can make 
money.

Guaranteed returns, 
pressure to act fast



Sweepstakes & Lottery 
Scams

Congratulations! You’ve won 
the lottery!

• Will require you to pay a 
fee to collect your 
winnings.

• May also claim to be a 
lottery winner.

• Related to the Nigerian 
Prince scam.

Is this a contest you 
actually entered?



Charity Scams

This scam exploits the 
consumer’s generosity.

• Especially prevalent after 
global disasters.

• Utilize high-pressure 
donation calls.

• May use look-alike name 
of a real organization.

Verify collection at official 
websites.



Utility Shut-Off Scams

Scammers pretend to be 
from one of your utility 
providers.

• Threaten immediate 
service disruption.

• Demand prepaid gift 
cards as payment.

• Often target seniors at 
home during the day.

Real utilities do not 
accept gift cards as payment.



Package Delivery 
Scams

This scam has become 
increasingly more common.

• You receive a message 
that your package is on 
hold.

• Fake texts from USPS or 
other delivery company.

• Links lead to phishing 
sites.

Unexpected links and 
small payment requests



Other Scams

• Blackmail/Sextortion
• Auto Sales & Repair
• Realty & Rental Scams
• Fake Services
• Fake Online Products
• Door-to-Door Sales 

(MLM)
• Card Skimmers
• Money Mule



Scam 
Prevention 
Takeaways

Phone Scam Tips

 Use your phone settings to 
block/silence unknown 

numbers.

 Let unknown calls go to 
voicemail.

 Hang up and call back on an 
official number.

 Verify information through 
reputable sources.

Text/Email/Mail Scam Tips

 Look for errors or 
inconsistencies with spelling, 

grammar, and formatting.

 Check for odd sender 
information or contact info.

 Don’t click any unexpected 
links.

 Verify information through 
reputable sources.

 REMEMBER THESE RED FLAGS! 
Urgency
Secrecy

Unusual Payment Methods
Requests for Personal Info



If it sounds too 
good to be true…

it probably is!



Your Personal 
Information

 Name

 Date of Birth

 Social Security Numbers

 Address

 Credit/Debit Card Numbers

 Account/Routing Numbers

 Passwords and PINs

 Medical Information

 License Numbers



How They Get It
 Computer hacking, data 

breaches

 Phone calls

 Individual checks 

 Mail theft

 Muggings, pickpockets, 
car/house burglary

 Dumpster diving

 Copying account 
numbers/credit card numbers 
while at work

 Internet requests → “phishing”

 Shoulder surfing



What They Do 
With It

 Get loans and open bank 
accounts 

 Empty your banking accounts

 Use your credit card to make 
purchases

 Open phone or utility 
accounts

 Commit crimes in your name

 Employment in your name

 File government documents, 
taxes



Identity Theft Warning Signs

 Withdrawals from your bank 
account that you can’t explain

 Phone calls from debt 
collectors about debts that 
aren’t yours

 Unfamiliar accounts or charges 
on your credit report

 Bills from medical providers 
for services you didn’t use

 Notice from the IRS that you 
filed more than one tax return

 A sudden drop in your credit 
score.



Valley woman faces $500K medical bill after her identity was stolen 

https://www.youtube.com/watch?v=ZiOMxWXocto


Victim? Next steps 
 Report to police

 Place a fraud alert on your credit cards, 
other accounts and credit report

 Close compromised accounts

 File a fraud alert with three major 
credit bureaus

 File a complaint with the Arizona 
Attorney General’s Office & the Federal 
Trade Commission

 Be aggressive with follow-up



What Can 
You Do?

 Watch your accounts and opt in for notifications

 Keep anti-virus software updated

 Backup your documents

 Be careful to whom you give your information

 Turn on alerts for credit cards, banks and credit scores

 Limit statements in the mail, go virtual if possible

 Shred physical documents 

 Set privacy settings on social media 

 Create strong passwords



Better Business Bureau Scam Tracker

https://www.bbb.org/scamtracker 

https://www.bbb.org/scamtracker


Resources

 Arizona Attorney General’s Office:

 azag.gov 

 Federal Trade Commission: 

 ftc.gov

 Better Business Bureau:

 bbb.org

 FBI Internet Crime Complaint Center:  

 ic3.gov

 Maricopa County Recorder’s Office (Title Alert)
 recorder.maricopa.gov



Thank You!
Any questions? 

Andrew Knight | Community Affairs Liaison

Community.Affairs@MCAO.maricopa.gov 
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