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« Whatis a scam?

» Ascam is a deceptive scheme designed to trick someone into giving
up money, property, or personal information.

* There is no formal legal charge called "scamming”.
* It becomes a crime when it violates fraud or identify theft laws.

- What is fraud?
Deﬁ N |t|ons * Fraud is a criminal offense; Knowingly lying or deceiving someone in
order to gain money, property, or something of value.

- Fraud requires a false statement or deception, intent to deceive,
victim reliance on the lie, and/or financial harm or loss.

- What is identity theft?

- ldentity theft is a separate criminal offense; Knowingly using
someone else’s personal identifying information without permission
to commit a crime.




Imposter Scams
Year: 2025 YTD

Fraud Facts at a Glance

# of Fraud Reports:

Top 15 States

(ranked by reports per million population)

Rank

State Name

Fraud Category

| Imposter Scams

Year

Quarter

|2025

.| “mn

# of Reports

Reports per Million

Pop.
840,409 _
1 New Hampshire 3,667 25702
) 2 Oregon 10,730 25314
% Reporting $ Loss:
20% 3 Colorado 14,443 2.4856
4 Delaware 2470 2.455.6
Total Loss Reported: 5 Nevada 7.656 24374
$2,840.5M 6 Washington 18,770 2424 8
‘ ‘ 7 Arizona 16,894 23244
Median Loss Reported:
3700 8 Florida 49192 22433
9 Maryland 13,761 2,230.0
Top Payment Method: 10 Alaska 1591 2.167.7
Payment App or Service 11 Maine 2975 2,159.9
12 Utah 7171 21527
Top Contact Method: 13 North Carolina 21,974 2.076.1
Text .
14 Virginia 17,956 2,074.0

15 Ohio 23,951 2,033.2



Year

Percentage Reporting a Fraud Loss and Median Loss by Age

[2024 -

F ra U d LOSS & o1% [ Percentage Reporting a $ Fraud Loss

[ Median § Lost

Age Trends

38%

35%
Younger people

reported losing
money to fraud
more often than
older people.

But when people

aged 70+ had a loss,

the median loss -
was much higher.

19 and Under 30-39 40- 49 o0 -39 G0 -69 T0O-79 80 and Over

29%




All Fraud Reports by Contact Method @ All (® Contact Method Year Quarter

Year: 2025 YTD O FTC (O Payment Method ~ [2025 v|  [an v
() Data Contributor

2,375,006 1,475,306 (62%)

Number of Fraud Reports # of Reports with Contact Method

Text I, - Reports and Amount Lost by Contact Method
8%
Email B 20% Median $
129 Contact Method # of Reports Total S Lost Lost
Phone call _ 17% Text 369,499 $531M 51,000
19% Email 293 655 $455M $500
Website or I 12 Phone call 250,340 $926M $1,810
Apps 68% Website or Apps 179,778 $947M $180
Social Media B 12 Social Media 171,039 $1.732M $310
1% Other 133,111 $1,050M $700
Other I o> a':;lﬂe Ad or Pop-up ;?igi $228M $130
41% . $78M $800
Online Ad or B 3%
Pop-up 63%
Mail | EE3
11%

B Percentage of all Fraud Reports with a Contact Method identified
Of those reports, the percentage with a dollar loss reported



All Fraud Reports by Payment Method @ Al (O Contact Method Year Quarter
Year: 2025 YTD O FIC (® Payment Method ~ |202s v Jen v
() Data Contributor

2,375,006 438,088 (18%)

Number of Fraud Reports # of Reports with Payment Method

Credit Cards 100,125 - $255.0M

Payment App or Service _ 95,569 - $373.6M

pank Transfer ot 30.908 N s1.800.2m

Payment

Wire Transfer - 31,418 - $271.9M

Gift Card or Reload Card 30,093 - $198.8M

Cash . 12,065 - $307.1M
Check . 5.979 B s201.1m

Money Order I 2,132 I $41 .4M
# of Reports Total $ Loss



Arizona
Year: 2025 YTD

Top 10 Fraud Report Categories
Imposter Scams

Online Shopping and Negative Reviews

Internet Services

Business and Job Opportunities

Investment Related

Health Care

Privacy, Data Security, and Cyber Threat
Telephone and Mobile Services

Prizes, Sweepstakes and Lotteries

Foreign Money Offers and Fake Check Scams

View Year Quarter

[Map v| |2025 v| [

Reports per 100K Poputation

Low T e

Fraud Facts
48,935

B 5 256 # of Fraud Reports

16.894

B 2552 $360.7M
I 2455 Total $ Loss

I <604 $630
B 1429
W 1343

Median $ Loss

State population estimates are based on U_S. Census population estimates for 2023. State Jevel data excludes state-specific data contributor reports. Certain Fraud categories
are comprised of subcategories that fall in both Fraud and Other report types. The Fraud rankings exciude subcategories that are not fraud



Government
Impersonation Scams

Scammers pretend to be
from the IRS, Social Security,
or law enforcement.

Claim you owe money or
benefits are being
suspended.

Demand immediate
payment.

Can use spoofed caller ID.

I Threats, urgency, secrecy

+44 7480 697825

iMessage
Today 8:25AM

The Toll Roads Notice of Toll
Evasion: You have an unpaid
toll bill on your account. To
avoid late fees, pay within 12
hours or the late fees will be
increased and reported to
the DMV.

https:/[/txtag.org-pkugh.top/
vip

(Please reply Y, then exit the
text message and open it
again to activate the link, or
copy the link to your Safari
browser and open it)

The Toll Roads team wishes
you a great day!

The sender is not in your contact list.

Report Junk

Internal Revenue Service (IRS)

You are eligible to receive a
$1,400 Economic Impact
Payment. Please provide your
accurate personal information.
We will deposit the amount into
your bank account or mail a
paper check within 1to 2
business days.

https://irs.gov.offer-tax-us.com

(Please reply with "Y," then exit

the text message. Open it again,

click the link, or copy it into you
Safari browser and open it.)

Voicemail

(908) 349-0256
Union, NJ

November 30, 2018 at 7:37 AM

Transcription Beta

r

M ®

"Hi this is Janet calling you from the head
office of Social Security administration
your Social Security number has been
compromised and it is getting suspended
today please contact your a lot of
paralegal office there at 908349256
immediately | repeat 908-349-0256
thank you..."

Was this transcription useful or not useful?

» Goo
Call Back

Delete

>

+63 907 032 9486

Arizona Department of
Transportation Final Notice:
Enforcement Begins June 13th.
Our records show that as of
today, you still have an
outstanding traffic ticket. Per
Arizona Administrative Code
560-10-22, if you do not pay by
June 12, 2025, we will take the
following actions:

1. Report to the DMV violation
database

2. Suspend your vehicle
registration effective June 13th
3. Suspend driving privileges for
30 days

4. Impose a 35% service fee if
paid at toll location

5. You may be prosecuted and
your credit score will be affected

Pay Now:

https://azdot.tgov-xk.wang/bmv



Maricopa County warns of increase in jury duty scam
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https://www.youtube.com/watch?v=9Apo_UDPKCo

Medicare & Health
Insurance Scams

Scammers pretend to be
from Medicare or a health
insurance provider.

Fake calls offering free
medical equipment.
Requests for Medicare
numbers.

Fraudulent billing for

services never received.

I “Free” braces, genetic
tests, or devices

% +1 888-981-9236 -

Thursday, August 21

DENISE, You

are due for your
Medicare-covered
wellness update.

As part of your
routine care, we
need to review your
current health status
and make sure all
preventive screenings
are fully documented
and complete.

For more info, call

us back at (216)
772-3338.

Healthy Blue: You've lost NC
Medicaid coverage, but you can
re-enroll: http://Healthyblue.ly/
NC_DIS. Txt HELP for more.
Msg&data rates may apply.

To stop receiving messages just
reply STOP.

Report Junk

]

Text Message
Today 10:48 AM

Someone who came in contact with
you tested positive or has shown
symptoms for COVID-19 &
recommends you self-isolate/get
tested. More at
CQOVID-19anon.com/alert




Grandparent/Family
Emergency Scam

Scammers use emotional
manipulation and Al voice
distortion.

Caller claims to be a
grandchild in jail orin an
accident.

Often says "Please don't
tell mom/dad.”

Asks for wire transfer or
courier cash pickup.

Urgent secrecy

Re: HELP!I! & e @

Anna [ - - <o Mon, May 10,2010, 159PM ¥ @ &

1o Glenn -

Glad you replied back, Well all | nead now is just £1,500,1 promise to pay you back as soon as | get back home_.you can have
it wired to my name via Western Union i'll have to show my passpart as 1D to pick it up here, Hera's my info below

anna [N
- . London, [E noiand

As soon as it has been donea, kindly get back to me with the confirmation number. Let me know if you are heading fo the WU
outlet now and how long it will take you to get back from the westem union outlet?77?

On Mon, May 10, 2010 at 9:56 PM, Glenn Fleishman <\ G- »r-t=:
That's terrible! How can | help?

Hi mum, are you busy? | need
some help. &6 pm
No. What is happening luv?

8:18 pm

| have a little problem | need to

pay a bill but | cannot login into

my online banking because of

this new number. Could you

pay it for me? | will transfer it

back as soon as | can login ©)
again

8:18 pm



Tech Support Scams

Fake pop-ups or calls
claiming your computer is
infected.

Ask for remote access.
Demand payment to “fix”
nonexistent problems.
Often request gift cards.

I Real tech companies will
not cold-call you.

1B WARNING: CPU VIS CHECK - Googe Cheon SEIERE

www.systemversion.com/7s1=rpt 1&tsid=¢

A WARNING!

YOUR COMPUTER MAY BE INFECTED:

System Detected (2) Potentially Malcious

Viruse:
Dowpload. Your Personal ang

anciall

.Sirefef.Spy and Trojan.FakeAV-
1 MAY NOT BE SAFE.

To Remove Viruses, Call Tech Support Online Now:

1(866) 627-404

3 Removal Call Line

Your IF Address 216.37.72.238 | Geneated 90 03112014 | Prignty. igest

1) Error  Please Install Flash Player HD to continue  (Requ
Watch MD movies cnline  Suppert for full screen mode with multiple monitors  Bug fived and secarity enhancements

Updating takes under a minute No restart is required et

ot ngl s cart

Voicemail

+1(800) 275-2273 I
phone U @
October 16, 2018 at 8:57 AM

Transcription Beta

"To your Apple ID our server has detected
some suspicious hacking
your Apple account please do not use
your Apple devices until you speak with
an Apple support representative please
refrain using any financial activities on
your devices in order to speak with an
Apple support representative right now
please press one or else call us back on
our toll-free number 1-855-484-1180
repeat it's 1-855-484-1180 thank you..."

Was this transcription useful or not useful?

Mow °

o
w
o



Romance &
Companion Scams

These scams are common on

dating sites and social media.

e Scammer builds trust
over weeks or longer.
Claims emergency
(medical, military, travel
fees).

Requests wire, crypto, or
gift cards.

I Al-generated photos

O O @ ¢ ®

You have the kindest soul — I've
never felt this way before. | can't
wait to visit you, but my bank
account is frozen because of a
mistake at work. Could you help
me out with $500 for a flight? I'll
pay you back right away.

Oh wow, that's unexpected. I'd
love to meet you, but | don't
know. |I've never sent money like
that before.

| totally understand, sweetheart
@ | hate asking, but without
your help, | don't know when /'l
get to hold you in my arms.




ik

'‘OH MY GOD, I'VE BEEN TAKEN'
ARIZONA WIDOW SAYS SHE WAS ROMANCE SCAMMED OUT OF $125,000




Investment &
Cryptocurrency Scams

AKA “pig butchering”, this
scam promises fast,
guaranteed returns.

Usually start as a
“mistake” text.

Involve fake investment
platforms and financial
advisors.

Includes a demonstration
of how you can make
money.

Guaranteed returns,

pressure to act fast

Long time no see, how are you

Are you not Paul? Sorry, | guess
| added the wrong person

Sorry. | must have saved the wrong
number, please forgive me

| come from Hong Kong. Have
you ever been here

Where are you from

Your city is very beautiful, |
went there years ago



Sweepstakes & Lottery
Scams

Congratulations! You've won
the lottery!

Will require you to pay a
fee to collect your
winnings.

May also claim to be a
lottery winner.

Related to the Nigerian
Prince scam.

I Is this a contest you
actually entered?

¥,
(%

MEGA
Ml LLIONS

MEGA MILLIONS DRAW.
UNITED STATES.
REPLY TO EMAIL: participate@megamillions.pw

Attn: Participant,

Your E-mail address was among the people that were randomly picked to
participate in this ongoing MEGA MILLIONS DRAW. Copy Paste this reference
number (MM-19-70-69-13-35-5) to your compose column with your; Name, Home
address, Occupation and Contact Number to this email ID
(participate@megamillions.pw) to participate for free.

You stand a chance of winning: $1,000,000.00 (One Million United States Dollars)

SEND YOUR DETAILS TO THIS: participate@megamillions.pw
NOTE: ONCE THE RESULT IS OUT, YOU WILL BE NOTIFIED BY E-MAIL FROM
MEGA MILLION AWARD DEPARTMENT USA.

GOOD LUCK!!

WARNING!
Do not inform people about your Prize Award until you must have received your winning
cash prize successfully to avoid impersonation and double claim. You may also receive
similar e-mails from people portraying to be other Organizations or shell Online Promotion
Lotto. This is solely to collect your personal information from you and lay claim over your
notification letter that was sent to you, Kindly forward a copy to us and delete it from your
mailbox and give no further correspondence to them. Shell Development Company Lotto
will not be held responsible for any loss of fund arising from the above mentioned

YACCON MIS. BREANA N

POWERD
PO W E RINNS

CONGRATULATIONS!!

Your Email was selected in Powerball Lottery
Oraw with the sum of 1.5million dollars.
Kindly send your Full Name, Address and
Phone Number for claims,

Yours Sincerely
Mr. James Hodges
Head Of Operations

From KASSANDRA DA SILVA MUNIZ <kassandra.muniz@ufrpebr> @ % Reply & Reply All v | @ Forward () Archive More vV

Reply to publishersclearinghouse3333@gmail.com @
Subject PCH 2/7/2024,1:26 PM

Publishers Clearing House

| hereby use this medium to acknowledge the receipt of your claims requirement regarding the winning notification mail
you received, that inform you of the prize you have won. | wish to inform you that the PCH lotto promotion department
have approved your payment of

$2.000,000.00 US dollars.

In case you still have doubts arising from the angle of how you got selected, Note that the selection process was carried
out through an electronic email ballot system our aim was to select winners through the Internet this is due to the fact that
only you alone have access to your email account so have no fear for you have emerged a true winner as far as you are
the original proprietor to the email account which you have received the

Kindly provide me with your details through this email address below: publishersclearinghouse3333@gmail.com

so i can complete your PCH winning without any delay.

Name

Home Address
Phone Number
Country

Congratulations once again. Best Regards,
Kunz James Douglas

Claims & Remittance Director

Publishers Clearing House.

(t))

i'm Mrs Tanya Wildt
the Michigan winners
of $500 Million in
Michigan Jackpot
winners; I'm donating
the sum of $200,000
USD to 50 random
individuals. If you get
this message then
your number was
selected after a spin
ball, Kindly text the
agent incharge @ (321)




Charity Scams

This scam exploits the
consumer’s generosity.

Especially prevalent after
global disasters.

Utilize high-pressure
donation calls.

May use look-alike name
of a real organization.

| Verify collection at official
websites.

URGENT HELP

@ walid Gianna 12:52

IMG-20220225-WA0003

pg - 76 KB
Hello ,

Sorry | invade your privacy, I'm from Ukraine
my husband was killed today and my son,
banks are shut down.

No food to eat please | beg you in the name of
God to assist me with anything, no amount is
small my two daughters need to eat to survive.
| would appreciate any amount due to the
banks being shut down. The only means of
receiving money from you is through bitcoin.
please save a life almighty God will bless you
Amin x3

Bitcoin wallet address

He"o Inbox x & =, 2

Nov 15,2018,1247PM  Y¢ &

| will need you get this done for me ASAP.

Please get me the Google Play gift cards. $500 denomination, | need $500 X 4 cards. We have some few clients
caught up in the California wildfire disaster | urgently need to send gift assistance. Do you think there is a store
nearby you can get those? If Yes, get that done. Just scratch out the back to reveal the card codes, and email me
the codes. How soon can you get that done? Its Urgent.

Regards,

Sent from my iPad.

Support Our Fight . Every Donation Can Save Lives. 8/22/2021 12:39:25 am.

— HAITI EARTHQUAKE __
EMERGENCY RELIEF

URGENT HELP NEEDED!

A magnhude 7.2 sarthquake rocked the cosst of Hatl causng faar and devastation in the already suffering
d nation We need your support!

Send Help Today!

Please, give your most generous gift now to provide lifesaving emergency relief.
Thank you far your seppart

Can you make this a morsly gft of § 10 help the poorest of the poce ewery month

Yes, start myy monthly 9RO thanks, contisue with iy one time gift



Utility Shut-Off Scams

Scammers pretend to be
from one of your utility
providers.

Threaten immediate
service disruption.
Demand prepaid gift
cards as payment.
Often target seniors at
home during the day.

|* Real utilities do not
accept gift cards as payment.

10day 4

PUD ALERT: Your Electric
Service Will Be
Disconnected Due To
Non-Payment. Please Call
Or Visit PUD Energy.

ander IS not in your cantact list

The s

Report Junk

: —=

From Duke Energy.

“Scheduted Rolling Power
Outages Effective 11PM - By
Zip Codes and Time. Will
remain in effect to Tuesday
January 27th due to freeze
conditions, Click below for
map and details; http:/t.co/
YBuzFZXuX5"...

+1(213) 392-1486

Text Message

Yesterday 4:10 PM

SPECTRUM: Our Spectrum Tech has a
work order to collect your Spectrum
equipment. If you like for us to pass by
at no charge and free curbside pickup
service please text us at (213)
392-1486 & avoid a $500.00 per each
unreturned equipment

Spectrum Customer Care
spectrum.com

855-70-SPECTRUM




Package Delivery
Scams

This scam has become
increasingly more common.

You receive a message
that your package is on
hold.

Fake texts from USPS or
other delivery company.
Links lead to phishing
sites.

| Unexpected links and
small payment requests

- -

+60 11 3919 6064

The USPS package has
arrived at the warehouse
and cannot be delivered
due to incomplete address
information. Please confirm
your address in the link.

https://usps.infortrck.com

(Please reply to 1, then exit
theSMS, open the SMS
activationlink again, or
copy the link toSafari
browser and open it)

The US Postal team
wishesyou a wonderful
day!

Yesterday « 9:52 p.m.

Texting with — +(SMS/MMS)

IMPORT DUTY/DELIVERY FEE IS REQUIRED

Dear customer

Great news! Your package has cleared customs and is now ready to be
delivered! Unfortunately, due to incomplete address information the delivery of
your package has failed. To reschedule your delivery, please use the link below
and follow the steps on our websile. To avoid any impacts on delivery, please
pay the full amount within the next two business days. Failure to pay the full
amount will result in the cancellation of your delivery and the package will be
returned 1o the sender.

Thank you for paying online.

DHL EXPRESS - Excellence. Simply Delivered.

| r sﬂ”LE cdicd®

https://dhldeliveryhome2.info
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$750 / 3br - 13750° - Beautiful 3 bdrm 2 bath up for rent..

mage Sof 1

Other Scams

Blackmail/Sextortion
Auto Sales & Repair
Realty & Rental Scams
Fake Services

Fake Online Products
Door-to-Door Sales bak. 1969 CHEVROLET

(MLM) , ] CAMARO

$38,900

Card Skimmers
Money Mule

Get exclusive photos and video +..

Year: 1969
Make: Chevrolet
Body type: Coupe

Mileage: 10 miles
Model: Camaro
Color: Torch Red
Engine: 454 ci



B3 ©

Phone Scam Tips Text/Email/Mail Scam Tips
* Use your phone settings to - Look for errors or
block/silence unknown inconsistencies with spelling,
numbers. grammar, and formatting.
* Let unknown calls go to » Check for odd sender
voicemail. information or contact info.
Scam .
: * Hang up and call back on an * Don‘t click any unexpected
Prevention official number. links.
Ta keaways * Verify information through » Verify information through
reputable sources. reputable sources.

» REMEMBERTHESE RED FLAGS! >
Urgency
Secrecy
Unusual Payment Methods
Requests for Personal Info
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Your Personal
Information

Name

Date of Birth

Social Security Numbers
Address

Credit/Debit Card Numbers
Account/Routing Numbers
Passwords and PINs
Medical Information

License Numbers




How They Get It

- Computer hacking, data
breaches

* Phone calls
* Individual checks
* Mail theft

* Muggings, pickpockets,
car/house burglary

* Dumpster diving

* Copying account
numbers/credit card numbers
while at work

* Internet requests = “phishing”
Shoulder surfing



What They Do
With It

* Get loans and open bank
accounts

* Empty your banking accounts

* Use your credit card to make
purchases

 Open phone or utility
accounts

« Commit crimes in your name
* Employment in your name

* File government documents,
taxes



- Withdrawals from your bank
account that you can’t explain

* Phone calls from debt
collectors about debts that
aren’t yours

* Unfamiliar accounts or charges
on your credit report

* Bills from medical providers
for services you didn't use

* Notice from the IRS that you
filed more than one tax return

A sudden drop in your credit
score.

Identity Theft Warning Signs




Valley woman faces $50o0K medical bill after her identity was stolen



https://www.youtube.com/watch?v=ZiOMxWXocto

Victim? Next steps

* Report to police

* Place a fraud alert on your credit cards,
other accounts and credit report

* Close compromised accounts

* File a fraud alert with three major
credit bureaus

* File a complaint with the Arizona
Attorney General’s Office & the Federal
Trade Commission

- Be aggressive with follow-up



* Watch your accounts and opt in for notifications
- Keep anti-virus software updated
* Backup your documents
What Can * Be careful to whom you give your information
You Do? * Turn on alerts for credit cards, banks and credit scores
- Limit statements in the mail, go virtual if possible
* Shred physical documents
- Set privacy settings on social media

- Create strong passwords




Better Business Bureau Scam Tracker

Better Business Bureau® & Resources for Businesses Q) My BBB

.
BBB.

Find businesses, charities, category Near Phoenix, AZ X EUSv

g S C a m Report a Scam Lookup a Scam Scam Prevention Guide Scam Recovery Toolkit
gBB [racker

BBB Scam Tracker is a free tool anyone can use to report suspected scams. Your reports warn others so they
can avoid similar cons.

| was scammed.
Tell us about it. Submit a scam report to warn others and enable BBB to work with our partners to investigate.

Report a Scam

| think I'm being targeted by a scam.

Search our database to see if a similar scam has been reported. In 2022 alone, we estimate BBB Scam Tracker helped consumers avoid losing $21 million to scammers.

Lookup a Scam

https://www.bbb.org/scamtracker


https://www.bbb.org/scamtracker

- Arizona Attorney General’s Office:
azag.gov

* Federal Trade Commission:
ftc.gov

Resources - Better Business Bureau:

bbb.org

* FBI Internet Crime Complaint Center:

Ic3.gov

* Maricopa County Recorder’s Office (Title Alert) EPFNNI:TY
recorder.maricopa.gov COUNTY

RECORDER’S OFFICE




ThankYou!
Any questions?

Andrew Knight | Community Affairs Liaison

Community.Affairs@MCAO.maricopa.gov
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